
 

 

INDIVIDUAL ACCESS SERVICES (IAS) CONSENT  

EFFECTIVE DATE: July 14, 2026 

This consent allows you to enroll in and use the Individual Access Services (“IAS”) 
provided by Prolaio,  Inc. (“Prolaio,” “we,” “us,” or “our”) through our Trusted Exchange 
Framework and Common  Agreement (“TEFCA”) connection (“IAS Consent”). IAS enables 
you to request and receive copies of your  electronic health information from participating 
health care providers and others through TEFCA.  

By signing below, selecting “I Agree,” enrolling in IAS, or otherwise accessing or using 
our IAS, you  acknowledge that you have read, understand, and agree to this IAS 
Consent and our TEFCA Privacy  and Security Notice (“TEFCA Notice”). If you do not 
agree to this IAS Consent or the TEFCA Notice, you  may not enroll in, access, or use 
our IAS.  

CONSENT TO USE INDIVIDUAL ACCESS SERVICES  

You are giving your express, documented, and informed consent for Prolaio to access, 
retrieve, receive, transmit, use, disclose, and exchange copies of your Individually 
Identifiable Information through our TEFCA connection for the purposes of: (a) providing 
IAS to you at your request and direction; (b) complying with applicable legal and 
regulatory requirements; and (c) performing other functions reasonably necessary for us 
to provide IAS to you as described in TEFCA Notice.  

ACKNOWLEDGEMENT OF THE TEFCA PRIVACY AND SECURITY NOTICE (TEFCA NOTICE)  

You acknowledge that you have received, reviewed, and agree to the TEFCA Notice, 
which is incorporated herein by reference. You understand that the TEFCA Notice 
describes how your  Individually Identifiable Information is accessed, used, disclosed, 
secured, and retained in connection with IAS through our TEFCA connection. 
Individually Identifiable Information means information that identifies you, or that 
someone could reasonably use to identify you.  

YOUR RIGHTS AND CHOICES REGARDING YOUR INFORMATION  

You have the following rights with respect to the Individually Identifiable Information 
we maintain in connection with your use of IAS:  

●​ Right to Access. You may access and view the Individually Identifiable 
Information we maintain in connection with your use of IAS.  

●​ Right to Export. You may request an export of your Individually Identifiable 
Information in a machine-readable format, including the information necessary to 
interpret that format.  

●​ Right to Deletion. You may request that we delete your Individually Identifiable 
Information, to the extent technically feasible and not prohibited by law. This right 
does not apply to audit logs or records we must keep for legal, contract, or policy 
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compliance.  
●​ Right to Be Notified of IAS Incidents. If your Individually Identifiable Information is 

reasonably  believed to have been affected by an IAS Incident, we will notify you 
as described in Section 7 (Your  Rights) of the TEFCA Notice. An “IAS Incident” is 
a TEFCA Security Incident or a Breach of  Unencrypted Individually Identifiable 
Information maintained by us. 

●​ Right to Revoke Consent. You may revoke this IAS Consent at any time through 
our Platform or by contacting us as described below.  

The procedures for exercising these rights are described in Section 7 (Your Rights) of 
our TEFCA Notice.  

You may revoke your IAS consent at any time. To revoke:  
●​ Visit [https://onboard.xcures.com/programs?programName=Prolaio] and follow 

the step by-step instructions noted below:  
○​ Step 1: Log in to your Prolaio IAS Portal account and go to Profile tab  
○​ Step 2: Click on the “Remove My Info” at the bottom right of your profile 

page.  
○​ Step 3: You will be prompted to confirm your request. Once you confirm, 

click “Delete  My Info”. This process will direct Prolaio to delete all 
information housed within the platform AND to revoke Prolaio’s 
authorization to request health information; or Email support@prolaio.com 
with your name, email address associated with your Prolaio IAS  account, 
phone number, and a short description of what you want (access, export, 
deletion, or revocation of consent).  

Revoking your IAS Consent does not affect actions we already took based on your prior 
consent. After you revoke, you will no longer be able to use IAS through our TEFCA 
connection. Revocation requests will be processed in accordance with applicable legal 
and technical requirements.  

YOUR SIGNATURE  
By signing below (by handwritten signature or electronic signature), I confirm 
the following: 
☐ I have read, understand and agree to this IAS Consent.  
☐ I have received, read, and understand Prolaio’s TEFCA Privacy and Security Notice, 
and I agree to its  terms.  

Your Name: _________________________________________________________________________  
Phone Number: _________________  Email Address:  _________________ 
Date of Birth:  _________________ 
Street Address:  _________________  City, State, Zip Code:  _________________ 

Your Signature:  ______________________________ Date: _________________ 
Electronic Consent: If you are providing your consent electronically (such as by selecting “I Agree” or using 
an e-signature), your electronic signature has the same legal effect as a handwritten signature under the 
Electronic Signatures in Global and National Commerce Act (E-Sign Act), 15 U.S.C. § 7001 et seq., and 
applicable state law. 
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